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Innovating Cyber Security Engagement
Introduction
Much of what we call “cyber security” has its roots in an area of study
and practice called “IT security”, which can be described as the
protection of computer produced data and information and the
associated protection of the infrastructure that makes possible the
production, circulation, protection and curation of that data. However,
the protection of data is no longer solely a question of IT security. The
widespread adoption of digital technology across all strata of society
and the increasing reliance by governments and industry to engage with
citizens through digital media brings data protection into the realm of
everyday life. If data protection is to make sense to people, IT security
must clearly link to the human security needs and concerns that affect
the individual. By approaching data protection in this way, we are
looking at and responding to the challenge of the protection of data in a
more holistic manner that includes the social, political, cultural and
economic as well as the technical. This is often termed “cyber security”.
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Engagement innovation
To understand cyber security in terms of what it means in people’s
every day lives, Royal Holloway has developed a programme of creative
security engagement methods that are playful, participative, openended and democratic, and are designed to support and structure
conversations about digital security. They tease out how digital security
relates to other parts of everyday life and create spaces in which people
can actively discuss what cyber security means to them.

For further details:
www.isg.rhul.ac.uk

An example from the esafety collage:

Case study
Creative security methods have been deployed as part of e-safety
programmes. For example, a community centre in a lower socioeconomic area of Sunderland (North East England) wanted to include
e-safety as part of an education and engagement programme
designed for local young people. The youth workers at the centre
decided to focus on e-safety in the context of parental advice and the
role they would like parents to play. It was agreed that creative
methods would be used to enable this discussion. The researcher
worked as a facilitator to help the youth workers and young people to
develop the conversation through the co-creation of a wall collage.
The wall collage was co-constructed using the following process:
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1. The facilitator spent time observing the space and talking to the
community.
2. The facilitator worked with the youth workers and young people to
create a series of open questions that reflected the e-safety interests
of the community.
3. The facilitator arrived at the Centre to start the project with some
stimulus images and a large wall space.
4. The facilitator worked alongside youth workers to ask the open
questions with small groups of young people.
5. The young people generated material for the wall collage.
The e-safety engagement was deemed a success because of the level
of sustained engagement from the young people, showing that the
topic was important to participants as well as being enjoyable as a
mode of engagement. The young people produced a wall collage that
demonstrated that they knew about e-safety issues but that there was
not always a “right path”. Their narratives further showed that parents
could be a security threat as well as a support.
The narratives gave youth workers an important steer on what type of
e-safety support was most needed. This type of approach also enables
information security researchers from different disciplinary
backgrounds to collaborate by developing a shared understanding of
the real-world security problems faced by a community. In particular,
the approach enables a common understanding of the security
concerns from the perspective of the individual.
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